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 Introduction 
Companies today demand a comprehensive and integrated solution to 
design, implement and monitor the firewalls, routers, switches and 
networking software they use to protect their business. While this can be 
done in-house, there are many technical advantages to out-sourcing this 
critical service. Simply retaining internal staff with core network security 
competencies can be a constant challenge. The cost to hire and maintain 
staff on a 24x7 basis is prohibitively expensive to all but the largest 
enterprise networks. By leveraging a service provider’s existing support 
staff and monitoring facilities, there is a substantial cost savings realized 
by the customer. 

The intent of this paper is to provide a guide for service providers who 
wish to roll out managed security services (MSS). This guide will provide 
a high level roadmap that demonstrates the opportunity for existing 
network service providers to generate additional recurring revenue from 
an array of SonicWALL products and services. 

In this paper, several assumptions about the service provider will be 
made. Some level of existing IT personnel that can be dedicated to MSS 
operations. Some form of a network operations center is in operation. An 
existing network infrastructure is being used to provide network services. 

The intended audience for this paper is an IT manager or director who is 
evaluating the feasibility of rolling out MSS, an existing network service 
provider who is interested in SonicWALL products and services, or 
anyone interested in having a greater understanding of MSS and how 
SonicWALL uniquely provides a complete MSS solution with an array of 
products and services. 

Market Opportunities 
The opportunities to sell MSS in today’s Internet-centric business world 
abound. The Internet has clearly changed the competitive landscape for 
businesses of every shape and form. This explosion has led to the 
widespread use of Intranets, Extranets, Application Service Providers 
(ASPs) and Business-to-Business exchanges, creating a tremendous 
need for networking services. The networks connecting the front and 
back-end servers and hosts, as well as the disparate systems of their 
suppliers, require a reliable, stable and secure distributed networking 
infrastructure. 

Network service providers of all types realize that while providing Internet 
network services provides a great opportunity for their customers, they 
are also coming to the realization (through customer demand and liability 
concerns) that they must provide security services if they wish to remain 
competitive. The market for security services and products is huge. For 
companies doing business on the Internet, security is not a discretionary 

"Almost any Windows 
workstation is a security 
breakdown waiting to 
happen when it's 
connected to the Internet, 
especially with 'always on' 
high-speed services. 
SonicWALL is a small box 
that defends a PC or a 
small to midsized LAN 
against a hostile outside 
cyberworld." 

Brian Livingston 
InfoWorld Magazine 
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 cost; it’s a mandatory component of a well-balanced, well-planned IT 
strategy. However, careful cost analysis needs to be performed by the 
provider to makes sure that there can be a sufficient return on investment 
(ROI). 

Example Scenario 1 
Example Scenario 1 illustrates a small to medium-sized service provider’s 
roadmap to deploying and delivering MSS. The example will use the 
fictitious company name Igloo Technology. Igloo Technology is a small 
value-added reseller that offers product reselling, consulting services, and 
is just beginning to roll out MSS. The diagram listed shows how Igloo 
could incorporate the hardware and software necessary to roll out MSS 
using SonicWALL hardware and software. Again, the network depicted is 
based on a portion of a typical service providers network. The 
components shown depict a logical view of the entire architecture – from 
Igloo’s NOC to the end-user firewall. 

The Example Scenario 1 also depicts the simplest way to roll out a pilot 
SonicWALL Global Management System (GMS) program. All equipment 
in the pilot can be located at a single geographical location. All 
SonicWALL GMS server functionality can be rolled out on a single server. 
The Internet can be modeled using a router with at least two LAN ports, 
and as many firewalls can be connected to the pseudo-Internet (the 
router) as necessary. In this case, the Customer VPN HA pair would not 
be required. 

Starting with Igloo’s NOC, there are several components in a SGMS 
deployment. If higher levels of redundancy and scalability are required, 
the services in these component layers can be hosted on separate 
servers. The Example Scenario 2 will demonstrate a highly available, 
scalable SGMS deployment. The Example Scenario 1 shows the single 
server architecture, which requires only a single server for all SonicWALL 
GMS management components. 

The first component is a stand-alone SonicWALL GMS server. This 
server would run all components of the SonicWALL GMS application: 
Console, Agent, and third-party database. In a service provider 
environment, the provider must determine the level of redundancy 
required. For a single server, at a minimum the provider should consider 
running the server on a UPS, with hardware RAID, and redundant power 
supplies. 

The second component is the management firewall. Depending on the 
number of firewalls to be managed, this unit should be either a 
SonicWALL PRO-300 or a SonicWALL GX for more scalability. For higher 
redundancy, consider running the firewalls in HA mode. 
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 The final component in the MSS architecture is the end user equipment. 
SonicWALL’s complete line of firewall products gives the service provider 
the flexibility to provide the customer with a firewall that closely matches 
the customer’s network and service requirements. 

In the Example Scenario 1, Customer A has three corporate sites. In 
addition to managing the firewall policies for these firewalls, Igloo is also 
providing managed VPN services using a centralized VPN server at 
Igloo’s NOC. This allows Customer A to take advantage of the Hub VPN 
site to be located closer to a high bandwidth backbone. 

Customer B simply has two firewalls being managed by Igloo. Customer 
B has decided to do a direct site-to-site VPN. Customer B is also using 
the managed Anti-Virus service and basic monitoring service. 

Customer C has a single office with several remote workers using client 
VPN access. They are also taking advantage of the managed 
authentication service to provide increased confidence in user 
identification. 

 

Example Scenario 2 
In Example Scenario 2, Igloo has decided to deploy SonicWALL GMS into 
full-scale production and requires a high level of redundancy, and expects 
to be able to handle significant growth in the number of firewalls to be 
managed. For additional management flexibility and redundancy, a 
second NOC and a data hosting facility are used. Because of these 
requirements, there are significant increases in the required hardware and 
software. 

"Interoperating with 
existing VPN solutions 
from suppliers like Check 
Point, the SonicWALL is an 
appropriate complement to 
the traditional firewall, 
filling the low-complexity, 
high-performance 
requirements of large 
enterprises." 

Eric Hemmendinger 
Aberdeen Group 
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 The first requirement is a redundant SonicWALL GMS Console Server. 
This redundancy is handled at the operating system level – both Microsoft 
and Sun provide clustering software. This paper will not go into the details 
of operating system clustering software, but simply point out that OS 
clustering software is required for redundancy at the Console Server 
level. This SonicWALL GMS component will be hosted at a 3rd party data-
hosting center. By running the Console Server at a data center, Igloo can 
take advantage of the hosting center’s investment in their facility and 
network: physical security of the building, very high bandwidth, multiple-
peering relationships with other Internet service providers, redundant 
power generating systems, etc. 

Next, both a Primary and a Secondary Agent Server are required. All 
managed firewalls can be configured to use a Primary and Secondary 
Agent Server. In the event that the Primary Agent Server goes offline 
(located in NOC 1), the Secondary Agent Server will pick up the 
responsibility of the Primary and resume management duties of that 
firewall. The Secondary Agent server is located in NOC 2. 

The next piece of the SonicWALL GMS system is the database. Again, 
some level of HA or fault tolerance should be in place for the database. 
There are several methods to accomplish this for both Microsoft SQL and 
Oracle 8.1i. This paper will not go into details of database redundancy. In 
this example, SGMS will use an existing database, and will be linked to 
an existing customer provisioning system that shares the database 
server. Along with the Console Server, Igloo will host the database server 
at the hosting center facility. 

The Example Scenario 2 shows four separate customers with a single 
firewall gateway. The SonicWALL GMS system described in this example 
would scale to handle the management of thousands of firewalls. 
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Customer Demand 
At some point, a network services provider may decide that it should 
deploy MSS due to customer demand. There is a strong business case 
for customers to minimize the number of external vendors it uses for 
network services to minimize cost and complexity of service and support. 
The existing network service provider may be simply an ISP, an IT 
consulting company, an application service provider (ASP), or a 
combination of all of these. However, whichever category the service 
provider falls into, they will almost inevitably get requests from customers 
to deal with network security. 

Savvy service providers will see this as a great market opportunity rather 
then hindrance to increase customer loyalty and revenue. The more 
services that can be offered, the more likely a customer will stick with this 
“one-stop shop”. 

SonicWALL Products and Services 
What services can be offered using SonicWALL products and services? 
The following is a brief description about the products and services that 
MSS providers can use to roll out their suite of services. 

SonicWALL Global Management System (GMS) 
Manageability of the entire line of firewall products is handled through 
SonicWALL GMS, which is a very powerful, yet easy to use platform that 
allows complete control of all firewalls deployed, all services on the 
firewalls (described below), and allows role-based management. Unlike 
other global management systems, SonicWALL GMS gives you complete 
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 control of the firewall, not just the policy; administrators can control the 
policy of the firewalls and VPNs as well as upgrade the firmware, deploy 
centralized licensing for additional services, and track event management. 
There are many other features of SonicWALL GMS which should be 
reviewed extensively since management of network equipment is one of 
the most important aspects of deploying and delivering managed 
services. 

Firewall 

The primary tool in defending a network is the firewall. SonicWALL has a 
large range of firewall products to tailor-fit a network with the appropriate 
firewall. From the TELE3/SOHO3 products for broadband users up to the 
powerful GX line of firewalls that provide firewall protection at Gigabit 
speeds, SonicWALL delivers the right firewall fit for the performance of 
the Internet connection. 

Because SonicWALL offers very cost-effective firewalls, service providers 
offering firewall services quickly regain their initial investment on the 
hardware. Alternatively, SonicWALL products become very attractive to 
the customer if the model is based on the customer purchasing the 
firewall. Either way, the value provided by the SonicWALL firewall is a 
compelling reason to deploy through the customers network. 

VPN 
SonicWALL’s IPSec VPN provides remote, secure connectivity across the 
Internet. VPN functionality is one of the key services MSS providers can 
offer. As high speed Internet access becomes ubiquitous, telecommuters 
desire connectivity to the corporate office, and remote offices want to 
cost-effectively communicate over the Internet. The growth and 
availability of cost-effective high speed Internet access gives service 
providers a tremendous opportunity to deploy and manage VPN services 
for all sizes of customers. 

Anti-Virus 
Computer viruses are a significant threat to business of all sizes. 
SonicWALL Network Anti-Virus provides round-the-clock protection 
against viruses through the firewall. Users who connect through the web 
are checked (by the firewall) to ensure they have the anti-virus client 
(provided by McAfee) and the latest virus signature file. This centralization 
and automatic enforcement is key to having an effective anti-virus policy. 
Because it is centralized, it offers service providers an easy way to 
provide a valuable service to managed customers. 

Content Filtering 

In certain environments, filtering questionable content from the Internet is 
important. SonicWALL Content Filtering allows for control of content 

"SonicWALL sells more 
dedicated VPN servers 
than anyone else because 
of the considerable price 
and performance 
advantages offered across 
their product line. Based 
on our study Access in the 
US: the Big Picture, 
organizations of all sizes 
with LANs plan to deploy 
VPNs by 2002: 57% of 
large, 55% of medium, and 
51% of small 
organizations, and we 
expect SonicWALL to 
continue as a leading 
supplier of dedicated VPN 
server hardware to these 
markets." 

Jeff Wilson 
Infonetics Research 
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 based on several methods, content list (provided by CyberNot), domain 
blocking, keywords, and time of day. Again, because this service is 
provided through the firewall, it gives service providers another valuable 
component in their suite of services they can offer to the customer. 

Vulnerability Scanning 
SonicWALL Vulnerability Scanning Service generates easy-to-read 
reports that detail the types of holes on a given network or a particular 
host. Service providers can use this functionality either as a selling tool 
(demonstrate to the customer how insecure their network is) or as a score 
card (the customer’s network is adequately secured). The SonicWALL 
Vulnerability Scanning Service is not integrated into the firewall – rather it 
is a service provided by www.mysonicwall.com. 

Authentication Service 
In conjunction with the VPN service, SonicWALL’s authentication service 
using digital certificates enables strong authentication of all VPN users – 
both client VPN users as well as site-to-site VPNs. This PKI functionality 
is manageable through SonicWALL GMS, and gives the MSS provider 
another service to offer to the customer. 

Other Services 
In order to provide MSS, there are other services that should) be 
deployed and offered to customers. The logs that are sent to SonicWALL 
GMS can be reviewed using SonicWALL’s log viewer, ViewPoint. With 
ViewPoint, or other log management software such as WebTrends, 
comprehensive reports can be generated to provide a historical record of 
the customers network. 

Monitoring components on the network is a requirement for MSS – from 
the NOC network-to-network devices and hosts on the customers 
network. Using a standard network-monitoring package such as WhatsUp 
Gold gives the service provider a great opportunity that can (and should) 
be used to monitor the firewall-related networking devices such as the 
Internet gateway router, customer LAN switches, and other Internet-
connected server. Monitoring of the additional network devices can be 
provided on a monthly, per-device charge. 

"SonicWALL calls it an 
Internet security appliance. 
But that's a rather modest 
designation for a product 
that not only secures your 
local area network from 
intruders but also 
configures your 
workstations' TCP/IP 
settings automatically for 
Internet sharing, includes 
the ability to intelligently 
filter content, and enables 
incremental upgrades." 

Robert Lauriston 
PC World 
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Sample Product Sheet 
Igloo Managed Secure Access offers small to medium size customers 
with secure and affordable firewall management of the current Internet 
access. This solution is upgradeable and highly secure. 

SPECIFICATIONS 

Includes in the solution: 

• 24x7 Proactive Management and Response 

• Security Policy Administration 

Options available: 

• Monthly Security Planning 

• Monthly Vulnerability Testing and Reporting 

• Managed Anti-Virus for corporate desktop PCs 

• Managed PKI 

• Web Content Filtering 

One-time setup fees: 

• Implementation of Managed Secure Access 

• Documentation for customer network 

• Reconfiguration of existing customer owned equipment 

Qualifying customer owned firewalls: 

• SonicWALL PRO 100, SonicWALL SOHO3, SonicWALL PRO 200 

An Igloo Network Assessment may be required at an additional cost. 
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 Sample Solution Matrix 
Service Description Gold Silver Bronze 

Coverage 

Monitoring 24x7 24x7 24x7 

Management 24x7 12x5 Not included* 

Incident 

Number of Planned 10 5 Not included* 

Number of Unplanned Unlimited Unlimited Not included 

Response 

Problem Response 15 minutes 1 hour 4 hours 

Value-Added Services 

FW Log Reporting Optional Optional Optional 

Host Anti-Virus Optional Optional Optional 

Web Content Filtering Optional Optional Optional 

Authentication Service Optional Optional Optional 

"Like the SonicWALL 
Internet security 
appliances, SonicWALL 
GMS impressed us with its 
advanced, user-friendly 
graphical user interface 
and setting up and 
monitoring security policies 
of hundreds of remote 
SonicWALLs across the 
Internet couldn't have been 
easier." 

Shaun Bryant 
WebEx 
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MSS Deployment Concerns 
Maintaining network security is a 24x7 job. This means that a service 
provider that decides to undertake deploying MSS must be ready to staff 
the NOC 24 hours a day, 7 days a week (including holidays!). It is not a 
trivial task to find qualified, motivated engineers that will work all hours to 
cover these shifts. Therefore, it is imperative to start the search for 
qualified employees as soon as possible. If the provider already has a 
crew that is manning the NOC 24x7, it may be considerably easier to train 
these individuals, rather than to try to find people that are willing to work 
non-standard hours AND are qualified security engineers. 

Keep in mind that network security is a very dynamic field. Continual 
training should be encouraged for those responsible for the MSS to keep 
their skill sharp and up-to-date. 

In addition to the hardware and software listed previously, here are other 
important components for successfully deploying and delivering MSS: 

• Redundant network access for monitoring network. Without access, 
the provider cannot monitor or manage the customer firewall and 
services. A secondary NOC is best, but multiple dedicated lines to 
different service providers can provide sufficient redundancy for the 
MSS provider. 

• Large, easy-to-read displays. This can be accomplished via large 
CRT/TV displays, projection systems, or with large computer 
monitors. The NOC is the MSS provider’s “Command & Control” 
room. This means that network information should be accessible, 
understandable, and reliable. Alternative methods for viewing 
network monitoring and managing tools should also be available in 
case of emergencies such as power outages, or network access 
failures. 

• Monitoring software. WhatsUp Gold is an industry standard 
monitoring package. Any monitoring system that is reliable, easy to 
understand, easy to configure, and integrates to notification systems 
will also work. Enterprise management software such as HP 
OpenView provides additional functionality that may make it a 
worthwhile investment for a service provider. 

• Incident tracking software. It is critical to take ownership and 
responsibility for any network security incident. The MSS provider 
should be extremely detail oriented and rigorous about tracking all 
incidents. This accuracy and information availability makes it much 
easier to understand and troubleshoot problems. This information 
can also be valuable to aid authorities in criminal cases. 
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 • Engage appropriate authorities. In the event of criminal activities, 
there should be a well-defined escalation procedure. Is it the local 
authority branch, the state level, the FBI or CIA? Having an 
escalation procedure well defined is very helpful in the event that 
the incident must be escalated beyond the service provider. This 
escalation procedure may vary from customer to customer (an 
advertising firm may have very different requirements than a local 
bank), so it is important to have the procedure documented, and 
well understood by the customer. 

Summary 
SonicWALL offers a comprehensive set of products and services that 
together provide substantial recurring revenue opportunities to network 
service providers. By leveraging their existing IT staff, their network 
operation center facilities, service providers can quickly and easily rollout 
a complete set of managed security services to capitalize on the current 
market opportunities. 

For more information on any SonicWALL products or services, please 
contact the SonicWALL Sales department at sales@sonicwall.com or call 
888.222.6563. 

 

"Some healthcare 
professionals have been 
hesitant to use the Internet 
to communicate with 
patients and other players 
in the healthcare industry 
and perform transactions 
because they are 
concerned about security. 
Given the sensitive nature 
of most healthcare 
communications, it was 
vital that we establish 
relationships with 
organizations that provide 
world-class Internet 
security. With SonicWALL, 
we have accomplished that 
objective." 

Steve Curd 
Healtheon/WebMD 
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